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Overview 

An Australian federal government organisation stood up a 
greenfield hybrid ICT estate spanning on-premises 
infrastructure, public cloud services, and a Managed Service 
Provider (MSP) operated platform. With compliance 
obligations to meet and Australian Information Security 
Manual (ISM) alignment to demonstrate, the organisation 
engaged Artefakt to conduct an independent Infosec 
Registered Assessors Program (IRAP) assessment. 

This case study outlines the context, challenges, key 
activities, and outcomes of the engagement – highlighting the 
flexible and collaborative approach required to deliver a high-
quality assessment in parallel with the evolving technical 
environment. 

Context 
The target environment was being designed and built from 
the ground up. As a greenfield implementation, many 
components including identity services, cloud tenancy 
configuration, network segmentation, endpoint security, and 
managed services operations, were not fully established at 
the commencement of the assessment. 

Unlike a traditional IRAP engagement where environments 
are largely complete and stable, this assessment needed to 
run concurrently with: 

• Ongoing solution architecture and design workshops 
• Active configuration and deployment activities 
• Coordination across the organisation, the MSP, and 

multiple technical delivery streams 

The assessment therefore required an iterative and adaptive 
approach, incorporating continuous validation as the  
environment matured. 

Key challenges 

1. Parallel build and assessment activities 

System components were often still under development or 
undergoing configuration changes, resulting in: 

• Evolving system boundaries 
• Shifting evidence availability 
• Dependencies across teams and technologies 

To remain aligned, the assessor coordinated regular 
touchpoints with technical leads, solution architects, and the 
MSP to track changes and identify when evidence was 
sufficiently mature for assessment. 

2. Technical complexity across a hybrid environment 

The environment combined: 

• On-premises infrastructure (network services, 
gateways, security appliances) 

• Cloud platforms (IaaS, PaaS, and SaaS components) 
• Managed service provider controls (monitoring, 

incident response, patching, and service operations) 

The distribution of responsibilities across organisational 
boundaries required the assessor to: 

• Understand and document shared responsibility 
models 

• Clarify ownership of security controls 
• Verify that inherited or shared controls were properly 

implemented 
• Assess the integration between components rather 

than each in isolation 

3. Coordination with a Managed Service Provider (MSP) 

The MSP was responsible for building, maintaining, and  
operating key components of the estate, introducing:
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• Multiple evidence sources 
• Required alignment between the MSP’s established 

processes and the ISM controls 
• Variability in documentation 

Artefakt worked collaboratively with the MSP, clarifying 
evidence expectations early and adapting the approach to 
suit the tools and workflows already in place. 

Assessment approach 
To address these challenges, Artefakt adopted a flexible, 
collaborative, and adaptive methodology, including: 

• Rolling evidence collection: Evidence was reviewed 
as components became available, reducing 
bottlenecks later 

• Iterative validation: Findings were revisited as 
system elements matured 

• Joint working sessions: Workshops with the MSP and 
internal teams enabled rapid clarification of 
technical details 

• Continuous risk communication: Potential 
non-conformances were raised early and discussed 
in real time, supporting proactive remediation 

Artefakt’s adaptive approach ensured the assessment 
progressed in step with the evolving environment rather than 
being constrained by traditional sequential processes. 

Key outcomes 

1. Identification and remediation of issues during the 
assessment 

The concurrent nature of the engagement enabled several 
security gaps to be identified early, allowing the organisation 
and MSP to implement corrective measures before the 
assessment concluded. Examples included: 

• Hardening of identity and access management 
configurations 

• Refinement of cloud security baselines and 
monitoring controls 

• Updates to operational procedures and runbooks 
• Strengthening of logging and event forwarding 

across hybrid components 

The assessor validated remediation actions through 
additional evidence collection, demonstrations, and 
configuration reviews prior to finalising the report. 

2. Improved security posture prior to go-live 

Because many issues were resolved during the assessment 

itself, the organisation attained a significantly improved 
security posture compared to what a traditional post-build 
assessment would have enabled. 

3. Comprehensive final report with verified evidence 

The final IRAP report included: 

• A complete assessment of implemented ISM 
controls 

• Evidence-based validation of remediated issues 
• A clear view of key risks and recommendations 
• Clarified shared responsibility models between the 

organisation and the MSP 

This provided the organisation with a robust artefact for 
internal assurance and subsequent certification and 
accreditation activities. 

Conclusion 
This engagement demonstrated that an IRAP assessment 
conducted in parallel with a greenfield implementation can 
deliver strong security outcomes when supported by: 

• Close collaboration between the assessor, the 
organisation, and MSP 

• Clear communication channels 
• A willingness to adapt to evolving technical 

circumstances 
• A flexible assessment approach based on iterative 

evidence validation 

By aligning the assessment with the build process, the 
organisation achieved both compliance assurance and 
proactive uplift of its security posture—ultimately enabling a 
more secure and resilient hybrid environment. 

Start your IRAP journey with Artefakt 
Security assessments in evolving environments require 
more than methodology: they require proactive partnership.  

Talk to Artefakt about your IRAP needs: contact us today on 
sales@artefakt.group  or call 02 8044 4711. 
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