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reference for setting enforceable

The extended enterprise includes your organisation, your suppliers, and their suppliers. Security outcomes are
directly linked to how this whole chain operates, and contracts are the foundation for governing these arrangements:
strong and well managed contracts improve line-of-sight and produce repeatable defensible results, while weak or
vague contracts create gaps in visibility and accountability, increasing the likelihood of compromise.

This reference summarises key contract focus areas that can help establish clarity, manage “n-party” risk, and

maintain assurance over the life of the arrangement.

Key contract principles

The principles below provide a practical foundation for
drafting and managing cyber-related contract terms. Use
them to shape clear obligations, define what evidence is
required, and guide ongoing oversight across the contract
lifecycle.

e Accountability cannot be outsourced:
Responsibility (action) can be delegated, however
accountability (ownership) cannot.

e Contractis the enforcement mechanism:
Contracts convert intent into obligations, support
assurance and embed consequences.

e Specify the outcomes you are accountable for:
If you are accountable to achieve an outcome, the
provider must also be obliged to deliver it.

e Understand and describe what’s important:
Clearly define how to describe and measure
“materiality” so that focus can be applied to what
is truly important.

e Controls, not just policies:
Adopt an appropriate control framework (not just
policies) to define mutually understood good
practice and standards.

e “Certification” is not equivalent to assurance:
Don’t accept certificates in place of defining
controls and validating their status.

e Make requirements measurable:
Define time-bound duties, specific artefacts, and
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clear acceptance criteria in preference to vagaries
such as “best practice”.

o Define explicit remedies:
Regulatory action may be slow or inapplicable;
contract remedies create timely leverage for non-
conformance.

e Flow obligations down the chain:
Subcontractors and sub-processors must be
bound to equivalent security practices,
standards and cooperation duties.

e Treat exit as a design requirement:
Incorporate portability, transition support, and
secure termination from day one.

From principle to obligation

Effective supplier relationships are built on explicit, mutual
obligations, and the contract is where those obligations are
established. Most organisations understand this in principle;
yet surprisingly few act on it at the point where it matters
most: the contract.

Security requirements that are not codified into an agreement
are aspirations at best, and almost universally unenforceable.
Unfortunately, the true costs of these omissions typically
manifest at the more critical moments: during an incident,
under a regulatory enquiry, or on exit.

The Artefakt team have drawn on their extensive cyber
governance expertise to produce the thirteen contract subject
areas on the following page, designed to ensure that key
security obligations are visible, measurable and enforceable
across the full depth of your supply chain.
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Baseline contract security provisions

The table below provides a non-exhaustive list of security subject areas for consideration when drafting supply chain contracts. Obligations should be
calibrated to engagement sensitivity and applicable regulatory instruments. These considerations complement, but do not replace, baseline security
frameworks such as the Australian ISM, Essential Eight or ISO 27000 series. Contractual remedies, audit rights and enforcement mechanisms should be
addressed separately in the governing agreement.

Subject area

Requirements

Risk-driven rationale

1. Supply chain mapping

2. Ownership, jurisdiction
and FOCI support

3. Regulatory alignment

4. Transitive obligations on
Supplier and material
supply chain.

5. Service boundaries,
shared responsibility, and
system access

6. Personnel and physical
security

7. Restricted technologies
and government
directions

8. Identity and privileged
access

9. Security operations,
logging, patching and
vulnerability
management

10. Secure development,
component transparency,
Al and open-source
governance

11. Customer data
governance and
protection

12. Incidents,
investigations,
assurance, and
enforcement

13. Resilience, portability,
and secure termination

Require disclosure of the delivery chain including all material*
subcontractors, sub-processors and their access to systems and
information assets (including remote support). Require prior written
approval before introducing new material participants.

Require disclosure of beneficial ownership, jurisdictions, and exposure
to lawful access; Notification of change-of-control, offshore relocation,
etc.; Cooperation with customer FOCI processes.

Require compliance with specified regulatory instruments and
frameworks applicable to the services and data in scope. E.g. Privacy Act
1988, Notifiable Data Breaches scheme, SOCI Act, APRA CPS 234
Australian ISM, PSPF, E8, applicable state directives, etc.

Require the supplier to flow security obligations down to all material
subcontractors; retain accountability for downstream compliance; and
provide periodic flow-down evidence.

Define control ownership across identity, logging, patching, backups,
approvals and escalation. Prohibit supplier access to customer systems
unless contractually defined. Require notification when boundaries or
architecture change materially. Require immediate notification of
unauthorised access.

Require personnel vetting proportionate to role and access (referencing
AS 4811 or AGSVA as applicable). Require notification of material
changes in personnel circumstances. Prohibit public disclosure of
clearance status or classified access. Require physical access controls
proportionate to premises and asset sensitivity.

Require compliance with government-mandated restrictions for
systems and devices used to deliver services (e.g. Commonwealth
Technology Standard deny list, PSPF Directions, Cyber Security NSW
directives). Use incorporation-by-reference to absorb future directions
without amendment.

Define minimum identity expectations: MFA, least privilege, privileged
access controls, conditional and time-bound access, break-glass
procedures, rapid revocation.

Define minimum logging sources and retention; customer access to
relevant logs (format, timeframe and custody); severity-based patching
remediation timeframes referenced to a published standard; incident
reporting requirements. Consider threat intelligence sharing obligations

Require secure build practices and testing; transparency of
components/dependencies (SBOM), maintaining currency and
supportability; Al component disclosure services; explicit policy on Al
including restrictions on training/learning from customer data;
governance for open-source licences and vulnerabilities.

Require documented data types and ownership; specify processing and
storage regions or availability zones; define tenant segregation
(distinguishing logical from physical); encryption and key management
for data in transit and at rest.

Define incident reporting timeframes (e.g. initial notification within 24
hours; written report within 72 hours). Require evidence preservation
and chain-of-custody obligations. Right to audit; verify compliance
periodically; monitor continuously; enforce termination rights; require
notice of material changes or cessation.

Require defined RTO, RPO, BCP and DR test evidence; backup/restore
accountabilities; failover testing evidence. Require data portability for
migration and decommissioning. Define secure termination obligations:
access revocation, key handling, transition support.

Provides visibility of ‘nth’-party participation and
risk and supports mandated asset visibility for
chained services.

Addresses jurisdictional, foreign influence and
compelled access risks that can change during the
contract term.

Provides for observance of both specified and other
applicable regulatory compliance

Addresses customer’s obligations and
accountabilities as they extend into the supply
chain.

Addresses control gaps at service hand-offs;
establishes obligations around remote
administration risk.

Reduces insider risk, mitigates targeting of
privileged individuals and addresses physical
access vectors.

Avoids exposure to technologies identified as
carrying untenable risk; prevents compliance
breach through downstream dependencies.

Controls the highest-impact access pathways,
particularly supplier privileged access.

Reduced exposure windows through
detection, investigation, and containment.

timely

Reduced software supply chain compromise and
uncontrolled data leakage via Al and other
dependencies.

Addresses confidentiality and sovereignty risk.

Enables coordinated response and evidence
preservation; provides enforceable levers when
security performance degrades.

Addresses service continuity, avoids lock-in and
facilitates clean exit under stress or termination.

Putting it to worl<: Reviewing a supplier agreement, entering a new procurement, or establishing a cyber contract framework, our seasoned supply

chain cyber consultants can help. Visit https://artefakt.group/supplychain, email sales@artefakt.group or call (02) 8044 4711 or for a confidential discussion.

Disclaimer: This publication is provided for general information
purposes only. It does not constitute legal, financial, technical or other
professional advice, and should not be relied upon as such. No

representation is made as to the accuracy, completeness or currency of
the content. To the maximum extent permitted by law, Artefakt disclaims.
all liability arising from use of or reliance on this publication. Nothing in

this disclaimer excludes rights or remedies that cannot be excluded
under applicable law (including the Australian Consumer Law).
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Discipline. Depth. Confidence.
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