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Why a Standards Reference Model matters 
Organisations are subject to information and cybersecurity 
requirements originating from a variety of sources: 
legislation, regulation, contractual obligations, industry 
frameworks, and internally generated policy. Without a 
coherent structure to receive and organise these inputs, 
even well-intentioned security frameworks can become 
difficult to navigate, inconsistently applied, and challenging 
to assure. 
 
A SRM addresses this directly. It provides a deliberate 
architecture for how security requirements are structured, 
expressed, and connected to the functions responsible for 
implementing them. When this architecture is well-
considered it significantly improves the likelihood that 
standards are actually used, rather than consulted only at 
audit time. 

Clarity of obligation 
One of the most practical arguments for an SRM is the 
clarity it brings to the question of “what applies to whom”. 
Security teams, architecture functions, technology 
operations, and business units each have distinct 
responsibilities. A reference model that reflects this 
operational reality allows each group to identify their 
primary obligations without wading through material that is 
not relevant to their function. This is not merely a 
convenience; it is a prerequisite for genuine accountability. 

Coherence across sources 
Requirements originating from different external sources 
often use different terminology and organise concepts 
differently. The SRM provides an internal abstraction and 
translation layer, expressing these diverse inputs through a 
consistent lens. This coherence reduces the risk of 

duplication, gaps and contradictions  - all of which weaken 
enforceability and complicate assurance. 

Traceability from obligation to evidence 
A reference model creates the conditions for end-to-end 
traceability: from the originating obligation, through the 
enterprise requirement, to the domain-level 
implementation expectation, and ultimately to the 
evidence that demonstrates compliance. This traceability 
is valuable both for assurance purposes and for design -  it 
allows architects and engineers to understand not just how 
standards are organised, but how they connect to broader 
obligations. 

A foundation for security architecture 
Standards and architecture are mutually reinforcing. Clear, 
well-structured standards give architects the normative 
foundation from which to justify design decisions, select 
controls, and define measurable non-functional 
requirements. An architecture-aware SRM ensures that 
standards are organised in a way that is accessible and 
meaningful, and thus implementable rather than falling into 
the “too hard basket”.  

Developing a Standards Reference Model  
Developing an SRM is primarily an exercise in 
understanding operational context before it is an exercise in 
writing documents. Several considerations are worth 
careful attention during this process. 

Understand your consumers first 
The most important early question is: Who will use these 
standards, and under what circumstances? Different 
organisational functions will engage with standards at 
different levels and with different frequency. The reference 
model must be legible to each of these groups without  
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requiring specialist knowledge simply to determine 
whether a given standard is relevant. Mapping consumer 
groups to their functional context before drafting content is 
foundational to subsequent decisions about scope and 
structure. 

Capture inputs before structuring 
A reference model that omits significant sources of 
obligation will create gaps that only surface during 
assurance or incidents. Before settling on a structure, it is 
worth investing in a thorough inventory of external 
obligations (legislative, regulatory, contractual and 
framework-based) alongside internal inputs such as 
existing policies, risk appetite statements, architectural 
principles, and known control failures. Internal operational 
constraints, including legacy environments and sourcing 
arrangements also shape what is feasible and should 
inform how standards are organised. 

Determine topic boundaries deliberately 
One of the more nuanced design decisions in building an 
SRM is determining where one standard ends and another 
begins. This is fundamentally a question of granularity and 
coherence: too many discrete standards documents create 
navigability problems and increase the maintenance 
burden across the library; too few will force teams to parse 
large documents for the material relevant to their function, 
which reproduces the monolithic failure mode the model is 
intended to avoid. 

Consider too the tensions of functional alignment and 
subject coherence. Some topics align naturally to 
organisational functions: identity and access 
management, endpoint security, and cloud operations are 
examples. Others cut across multiple functions: logging, 
encryption, and incident response are often implemented 
by several groups. The SRM must resolve this tension 
explicitly rather than allowing it to surface as inconsistency 
across the library. 

When designing topic boundaries, begin with the consumer 
groups identified earlier and map their primary control 
domains. Test proposed boundaries by asking whether 
each standard has a clear owner responsible for 
maintaining its accuracy. Avoid creating standards solely to 
achieve neat alignment with an external framework if no 
internal function would use them as a working reference. 

Support the organisational structure 
The way individual requirements are written either 
reinforces or undermines the topic boundaries established 

in the SRM. Requirements should be scoped to a single 
domain and written at an appropriate level of abstraction 
for the intended consumer group. Where a requirement 
genuinely affects multiple domains, state explicitly which 
function holds accountability for implementation, and 
which others hold supporting responsibilities. Clarity of 
ownership makes the organisational structure work in 
practice. 

Plan for governance from the outset 
An SRM that cannot be maintained will degrade over time 
regardless of how well it begins. Governance arrangements, 
including decision rights for approving changes, granting 
exceptions, and triggering reviews, need to be established 
alongside the model itself. Reviews should be driven by 
substantive triggers such as material changes to external 
obligations, significant incidents, or changes to the 
organisation’s technology or sourcing model, rather than 
scheduled at arbitrary intervals. 

Measuring success 
An SRM is working when its organisational structure 
demonstrably changes how teams operate. This can be 
observed when operational teams start referencing specific 
standards in design and change processes without 
prompting, teams identifying what applies to their function 
without interpretation, exceptions that are infrequent and 
time-bound, and clear ownership and accountability for 
each standard.  

 

  

Standards that have not been contemplated 
through a usability lens will always face barriers to 
implementation. A well-drawn Standards 
Reference Model is the quiet achiever in reducing 
the most common barriers to standards adoption 
and implementation. 

Next Steps 
With real-world pedigree in enterprise and government 
information and cybersecurity architecture, governance, and 
assurance, Artefakt helps organisations deliver meaningful 
security outcomes.  

Contact us today at sales@artefakt.group,  
or call +61 2 8044 4711 to arrange a confidential discussion. 
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