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IRAP: A supplier 
perspective 

DISCUSSION PAPER 

managed services must undergo biennial IRAP 
assessments. This makes IRAP a de facto requirement for 
market entry and ongoing participation. 

THE INVESTMENT LENS 
The table below outlines indicative cost drivers and investment 
categories associated with undertaking an IRAP assessment, 
providing a view of both direct expenditure and internal effort 
across the assurance lifecycle. 

Cost category Activity Commercial implications 

Assessor fees Scoping, evidence 
review, interviews, 
reporting 

Small SaaS boundaries 
typically start ≈ A$40 – 60k; 
complex environments exceed 
A$150k. (Public pricing: IRAP 
providers 2024) 

Readiness & 
documentation 

System Security 
Plan, Security Risk 
Management Plan, 
Incident Response 
and Continuous 
Monitoring plans 

A$50 – 200k one-off; highly 
dependent on maturity (ASD 
Consumer Guide 2024) 

Remediation Control uplift, 
logging, monitoring, 
hardening 

A$50 – 300k or more one-off 
depending on initial posture 

Internal 
resources 

SMEs for interviews, 
evidence collation 

A$15 – 60k equivalent labour 
depending on scope and level 
of readiness 

Maintenance Continuous 
monitoring, periodic 
reassessment 

A$30 – 100k p.a. depending on 
scope 

Table 1 - Investment estimates 

Low-cost, low-rigour assessments often create 
downstream expense. With the IRAP 2.0 program reinforcing 

The commercial value of an IRAP 
assessment increasingly depends on the 
quality and credibility of the assessor and 
depth of the report produced. 

WHAT AN IRAP IS (AND IS NOT) 
The Australian Signals Directorate (ASD) operates the IRAP to 
provide independent assessment against the Information 
Security Manual (ISM). IRAP assessors review the design and 
effectiveness of security controls and produce an IRAP 
Security Assessment Report and Controls Matrix, used by 
agency Authorising Officers to make risk-based decisions. 

However, IRAP is not a certification. Agencies must 
consume the report as input for evaluation of risk and 
authorisation decisions. To this, ASD emphasises that 
assessments must be evidence-based and professionally 
reasoned, not box-ticking exercises (ASD IRAP Consumer 
Guide 2024). 

ASD has publicly noted that the quality and depth of IRAP 
reports vary widely, explicitly discouraging checklist-style 
assessments in favour of credible, risk-informed evaluations 
(ASD Assessor Update 2024). The emerging IRAP 2.0 program 
reinforces this direction, introducing stronger technical rigour 
and defensible, evidence-based assurance. 

MARKET CONTEXT AND DEMAND 
Government is one of Australia’s largest Information and 
Communication Technology (ICT) buyers, with Gartner 
estimating A$19 billion in ICT expenditure in 2024 (iTnews 
2024). Procurement under the Protective Security Policy 
Framework (PSPF) requires agencies to manage supplier 
security risks in line with the ISM. 

The Department of Finance’s Selling to Government – Security 
requirements guidance notes that outsourced cloud and 

 

 

For technology and cyber service suppliers seeking to engage with Australian government agencies or regulated 
sectors, the Information Security Registered Assessors Program (IRAP) assessment has evolved from a compliance 
formality into a commercial differentiator. A high-quality, evidence-based IRAP report can shorten procurement 
cycles, reduce due-diligence friction, and expand addressable markets. Conversely, poorly executed, or superficial 
assessments may diminish trust, lead to reassessment, and increase perceived risk for government buyers. 

The assessment’s value lies not merely in possession of an IRAP report, but in its credibility – the competence of the 
assessor, the robustness of evidence testing, and the clarity of findings. Government consumers are now scrutinising 
reports closely, differentiating between professional assurance firms and low-cost, checklist-driven providers. 
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its role as a trusted assurance benchmark, government buyers 
are increasingly rejecting superficial or templated reports 
prompting costly reassessment cycles that erode credibility 
and outweigh any short-term savings. 

THE RETURNS LENS 
1. Revenue enablement and market access 
An IRAP report is now a gateway to government and critical 
infrastructure markets and is increasingly being sought by the 
private sector. 

ASD’s IRAP Consumer Guide (2024) notes that authorisation 
packages “should be made available to other entities 
considering the service.” Well-executed reports become 
trusted, reusable assurance artefacts; weak, superficial 
reports invite scrutiny and diminish commercial credibility. 

2. Sales cycle efficiency 
Professional IRAP reports - typically 80 - 150 pages of detailed 
findings with clear control mapping - reduce buyer queries 
and accelerate probity. In contrast, 20 - 30-page checklist 
reports lacking evidence and justification commonly lead to 
delays, further questioning, or complete reassessment. 

3. Risk reduction and operational uplift 
The discipline of evidence-based assessment improves 
control maturity and internal accountability. ASD’s Common 
Assessment Framework (2025) emphasises traceability of 
controls and layering of inherited services - strengthening 
supplier risk posture and reducing incident likelihood. 

4. Signalling value 
A high-quality IRAP report signals competence and 
transparency. Increasingly, procurement teams are 
evaluating who performed the assessment as a proxy for 
reliability. Reports from experienced, technically adept 
assessors carry greater weight in tender evaluations, while 
“checklist” outputs may diminish confidence. 

QUALITY AS THE KEY DIFFERENTIATOR 
ASD and Finance have both cautioned that superficial 
assessments can present greater risk to consumers by 
creating false assurance - a key finding echoed in ANAO audit 
commentary (ANAO Report No. 3 2023–24).  

Agencies increasingly expect assessors to demonstrate 
technical depth and sound evidence, recognising that 
credible, well-reasoned assessments reduce systemic risk 
and strengthen confidence in procurement and operational 
decisions. 

Checklist-Style Assessors Professional Assurance Firms 

Low-cost, transactional 
engagements 

Structured assurance programs 

Limited ISM, architecture and 
sometimes tech expertise 

Deep government architecture, risk, 
and operations experience 

Minimal testing or validation Evidence-based control verification 
Generic, templated language Contextualised analysis and residual 

risk commentary 

Short reports lacking depth and 
detail 

Comprehensive reports with detailed 
assessment records and clear control 
mapping 

Frequently queried or rejected 
by buyers 

Trusted and reused across agencies 

Table 2 - Quality indicators 

COMMERCIAL PATHWAY TO MAXIMISING VALUE 
1. Confirm market fit – Map target agencies and validate 

IRAP expectations (Finance Security Requirements 
2024). 

2. Select credible assessors – Prioritise assessors with 
demonstrable architecture, risk, and operational 
experience and request references and sample reports. 

3. Scope once, reuse often – Define boundaries and 
inherited controls per ASD’s Common Assessment 
Framework (2025). 

4. Invest in preparation – High-quality SSPs and artefacts 
reduce assessor time and increase report clarity. 

5. Integrate findings into continuous improvement – 
Treat IRAP outcomes as part the assurance lifecycle. 

THE BOTTOM LINE 
The commercial value of IRAP depends less on its mere 
existence and more on its content and credibility. High-
quality, evidence-based reports authored by skilled 
assessors have become assurance currency across both 
Commonwealth and State procurement, accelerating access 
to a >A$19 billion market. Conversely, low-cost, checklist-
driven assessments offer little reuse value, attract scrutiny, 
and may harm a supplier’s reputation. 

 IRAP is not a commodity. Its value lies in the quality 
of the assessment, the integrity of the report, and the 
confidence it instils in government buyers. 

NEXT STEPS 
Contemplating the Australian government market? 
Contact us today at sales@artefakt.group,  
or call +61 2 8044 4711 for a confidential discussion. 

mailto:sales@artefakt.group

